E@EC Managed Security Services

Providing Healthcare Organizations with

Flexible, Powerful and Cost-Effective Protection
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By knowing that appropriate security safeguards and regulatory compliance processes
are in place due to ETSec’s thorough assessment, review, deployment and execution
methodologies, healthcare organizations can focus on patient care and leave IT security
to the experts.



ETSec Managed Security Services

ETSec’'s managed security service (MSS) offerings provide
end-to-end management of healthcare organizations’
security needs through the remote management of their network
and information systems.

We provide all members of the healthcare community with
best-in-class network security solutions and consulting, while also
offering patented data delivery solutions that are in use in clinical labs
and physician offices around the US. We are uniquely equipped to
provide healthcare organizations with solutions that:

Protect centralized and distributed network endpoints

Secure the transmission and data delivery of patient
information

Confirm and track patient health data in real-time
Provide dashboard tracking of patient data for providers
Enable compliance with HIPAA and HITECH

ETmanage™

Our ETmanage offerings, which we can provide
individually or as a comprehensive solution for
end-to-end security management, include the
following services:

ETmanage™ Firewalls - 24x7x365 management and
support of corporate enterprise firewalls

ETmanage™ IDS/IPS - 24x7x365 management and
support of corporate intrusion detection / prevention systems

ETmanage™ Proxy Content Filtering/Anti-Virus/
Instant Messaging - 24x7x365 management and support
of corporate proxy security systems

ETmanage™ Network Access Control - 24x7x365
management and support of corporate network access
control systems

ETmanage™ Anti-Spam - 24x7x365 management and
support of corporate email spam protection systems

ETmanage™ Anti-Malicious Code - 24x7x365
management and support of anti-malicious code
protection (both email and web) including anti-SPAM,
malware, spyware and phishing both in appliance and
cloud-based services

ETmanage™ Security Incident Event Management
(SIEM) - 24x7x365 management and support of Security
Incident Event Management Response for regulatory
compliance reporting or SIEM for real-time management,
business continuity and incident response



ETassist™

With ETassist™ customized help desk and onsite
support services, ETSec has developed customizable,
competitively priced, certified help desk/support
along with onsite support service offerings. These
services encompass the majority of the security solutions that
ETSec has rigorously tested in our Certified Lab, including
Firewalls, IDS/IPS, SIEM, Proxy, DLP and others.

Our help desk/support team is staffed by certified,
experienced security and networking experts who possess
an average of 15-25 years of experience in administering
corporate security in Fortune 500 organizations. In addition,
we pride ourselves in a model that allows customers to
reach a Level-3 equivalent support member at the initial
engagement; there is no longer a need to escalate up to
appropriate support levels for problem resolution. We put
you there at the start.

ETmonitor™

Features:

Certified security expertise

Global 7x24 service operations centers and
data centers

First call to Level-3 support; 8x5 or 7x24 options
30-minute guaranteed response time

Named customer advocate & senior
security engineer

Scheduled conference calls & onsite visits
Guaranteed 4-hour onsite Level 3 support
Complimentary licensing & renewals management

ETmonitor™ provides real-time monitoring and analysis of network environments, offering enhanced risk

management and protection for information assets. ETSec has the capabilities to investigate security incidents using

advanced query and analysis tools. By analyzing security incidents from alert and log data, ETSec acquires a deep understanding of

your network environment as it relates to threat activity to your environment.

Through secure encrypted connections, client security devices or aggregation points — including firewalls, network-based intrusion

prevention systems (IPS) and intrusion detection systems (IDS), host-based IPS and IDS, integrated security appliances, desktop firewall/

IPS/IDS, and other devices and applications — are monitored and analyzed by ETSec security specialists 24 hours a day, every day.

Features:

24x7x365 monitoring of corporate enterprise firewalls / routers

/ switches, VPN systems, intrusion prevention / detection
systems, proxy content filtering, network access controls systems,
networking/security devices, incident management, incident

escalation, and rapid response to outbreaks

Management-style dashboard view into your environment
including statistics on devices being monitored, access to alert

data and log data

Centralized ability to generate reports on device status




ETvpn™

ETvpn is a cost-effective method of connecting and
securing data transfers between your offices and
remote employees. This scalable service adapts to any

IT environment and ensures the security of your Internet-
based communications. With ETvpn, we offer three
managed service options to best suit your needs, including
SSL and IPsec.

Your ETSec VPN infrastructure is monitored via our Security

Operations Center Helpdesk and is available 24x7x365. Our
security engineers review all changes in security policy while
you maintain control of changes and have full visibility into

your network through detailed reporting and metrics.

Features:
Proactive monitoring, tracking, and response to VPN
performance and outages

Notification and dynamic reporting of VPN activities
and incidents

Proactive security services that provide guidance
before a security vulnerability occurs

About ETSec

Cloud Services

In order to solve the challenges posed by the
distributed, disparate nature of Healthcare
Providers, ETSec also offers products and managed
transaction delivery services to ensure the secure and reliable
delivery of clinical data between entities such as clinical labs,
hospitals and physicians.

Leveraging ETSec’s patented secure data delivery platform
technologies, our end-to-end ETSec’s End-to-End
Management Solutions include:

ETprint™ - Outsourced result report delivery system
with dashboard result tracking for real-time proof of
result delivery

ETpilot™ - A versatile secure gateway to deliver lab
results via network, dial-up, Bluetooth, EMR

ETnavigator™ - Dashboard fleet management
system providing real-time status of print hardware
locationed in physician offices

Managed Print Services - Turnkey subscription-based
report delivery service

ETshared-Services - Allows multiple labs to subscribe
through a single ETSec-managed footprint within
the physician office

ETSec is a global information security company dedicated to providing end-to-end management of an organization’s enterprise

security needs. In addition to state of the art Managed Security Services and deep security expertise, ETSec delivers new levels

of security to the extended enterprise. By combining the managed services delivery model with the concepts of SaaS and Cloud

Services — and ETSec’s patented solutions, ETSec is defining the next generation of enterprise security with unprecedented

reliability, efficiency and manageability.

For more information about ETSec and its Managed Security Services,
contact ETSec at 856-222-4222 or email at info@ETSec.com. A\ I ‘ ( E
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